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elDAS Regulation
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Summary of ERDS requirements from the eIDAS regulation.

Requirement

Description

eIDAS reference

X-ETDA

REQ1 Message Integrity

REQ2 Message Confidentiality

REQ3 Sender Identification

REQ4 Recipient / Addressee
Identification

REQS Time-Reference

REQ6 Proof of Send/Receive

Messages should be secured against any
modification during transmission.

Messages should be encrypted during
transmission

The identity of the sender should be
verified.

Recipient / addressee Identity should be

verified before the delivery of the
message.

The date and time of sending and

receiving a message should be indicated
via a qualified electronic timestamp.

Sender and receiver of the message

should be provided with evidence of
message recipient and deliver.

Article 3 (36)

Article 19
Article 24

Article 44,
(d) the sending and receiving of data is secured by an advanced
electronic signature or an advanced electronic seal of a qualified

trust service provider in such a manner as to preclude the
possibility of the data being changed undetectably;

Article 5
Article 19
Article 24

Article 24

Article 44
(b) they ensure with a high level of confidence the identification of
the sender;

Article 24

Article 44
(c) they ensure the identification of the addressee before the
delivery of the data;

Article 44

(f) the date and time of sending, receiving and any change of data
are indicated by a qualified electronic time stamp.

Article 3 (36) "... provides evidence relating to the handling of the

transmitted data, including proof of sending and receiving the
data...”
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Control

Summary of security controls
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(*) Not exhaustive and it is by no means a guarantee that the system will be granted qualified status under the eIDAS regulation.
For the process of granting the qualified status, please refer to the national supervisory body in the respective country.

Security control

Legal implications

CTR1 Transport Layer Security (TLS)

TLS protocols ensure authenticity and integrity of the
message, by applying host to host cryptographic mechanisms

CTR2 Message Encryption

Message encryption ensures confidentiality of the message
payload so that only the correct recipient can access it

CTR3: Electronic Seal of message

From technical perspective, electronic seal ensures integrity of
the message header and payload and authenticity of origin

CTR4: Electronic Seal of evidence

Provides evidence to the sender C1 that the message was
sent, delivered to the final recipient C4 and authenticity of
destination

CTR5: Electronic Timestamp

Data in electronic form which binds other data in electronic
form to a particular time establishing evidence that the latter
data existed at that time

European General Data Protection Regulation (GDPR), in case of applicability.

European General Data Protection Regulation (GDPR), in case of applicability.

Non-qualified: Ensures integrity and origin of the data, in other words its authentication
Qualified: eIDAS Regulation, Article 35. "A qualified electronic seal shall enjoy the
presumption of integrity of the data and of correctness of the origin of that data”

Both: Non-discrimination in legal proceedings

Non-qualified: Ensures date and time of the data.

Qualified: eIDAS Requlation, Article 41. A qualified electronic time stamp shall enjoy the
presumption of the accuracy of the date and the time it indicates and the integrity of the
data to which the date and time are bound.”

Both: Non-discrimination in legal proceedings
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Mapping of CEF Requirements and CEF Controls
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Requirements vs. CTR1 CTR2 CTR3 CTR4 CTR5 CTR6
Controls Transport Layer Message Electronic Seal | Electronic Seal | Electronic Electronic
Security Encryption | of the message | of the evidence | Time Stamp | Signature of
protocol (TLS) the message
REQT: v v 0
Message Integrity
REQ2: v v
Message Confidentiality
REQ3. O v O
Sender Identification (in case that TLS adds
Client authentication)
REQ4. v
Addressee Identification
REQS. v
Time-Reference
REQS. v

Proof of Send/Receive

v Mandatory

O : Optional
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1. mslddemenisdeasiiiianulasnne (protected channel) TLS 1.2 #5991g9n

LBl INTINIANUATUNILLAE NTINYIANUGUVBIUBYATENININTTUNEN

2. MsTREAUYRIVaYA (message encryption) (optional)
WelvigSuteayauaenievintuiianunsainfeteyala

3. A3ITUAINEIVINAAUNIG (sender identification) one e 115 teoray Tho @ CL Digia. Ligneiuie
L 19n59ERUTaYANEINUIRANYAIYDIHAITOYaA LN

4. A35TUAIRSUYRaNaUaNENNe (recipient identification) one-way TLS two-way TLS
[onsIaeulayanedInudndnualraddsutayalarenisnounisindeiaya

5. N1359199491981 (time reference)

Wasryiuandayatazuteya

6. nangIuNsaedaNaLazn133uYaya (proof of send and receive)
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(1) fliusnsaassiiunisusssiuanadesnuadnuduasuaanngansauma (information security risk assessment) ¥89UIN1I5UIEN
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—  MSIAUANUIAMULEDS FIUTZNDUAIY LNATINITERUSUAINLLEYA (risk acceptance criteria) Lazlnun1TUTEEIUAMLLEYS (risk assessment criteria)
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—  MSIAATIZRAMUEIAIUANNLUASUAIANDENTEUINA (risk analysis) lagn1TUSEIUNANTENULAL DN ET819LANTUIINAULEEN TINTINITATNRUA

SYAUATIAIULAY

— A5 USYULNIUNAANSAINAITILASIZAAITULAYINULNUNAINULFYY LAZAITIAGIAUAINNLAYILNDNISIANITAITULAY S

(risk treatment)

(2) ;ﬂﬁu‘%mié{aaﬁmumLLmu%’mmimmL?mé’mmmﬁumﬂaa@ﬁamiaumm (information security risk treatment plan) LaYABIAY
SN LBNATNSLARINATNSINNAITIANITAIULFLS

(3) gliusnisdamumunsUssdiuanudesasnisdnnisanudsswiuanuduasnlasndeansaumaresusnisindoyadianvsednd
RRNGEEIEHG

11



LIaSMSAUALAUANUTUAVUADAASAISIULNFA

mmmﬁm‘uﬂuﬁwummﬁumﬂaamﬁamsaummaw%miﬁwdq%’ayja
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91N2NATFIY ISO/IEC 27002:2022 ¥iaid 11AsgIU ISO/IEC 27002:2022
UENaumeNInINISAIUANIILIL 93 48 Fautsoonidu 4 dru fdl

* 11MINITAIUANAIUBIANT (organizational controls)
® 11MINITAIUANAIUYAAINT (people controls)
* 11MINITAIUANAIUAIEAIN (physical controls)

* 11msN15AIUANAUNALULAE (technological controls)

aglsiony Jaiaueunuzinsgvadull liNasanuinsnisatuay
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* wnsn1IMIUANTNIILTL (mandatory controls) U 50 U8
* wmsmsmuAuiuniagen (optional controls) 11w 33 e

*  UININIAIVANTANIENTH (conditional controls) WU 10 U8
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UftRnuanasn1sasuguiiandy (mandatory controls) ynde uaz
UftiRmuumsnsaruaniilaniznsal (conditional controls) ¥1nsEUY
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o UININIIATUAY (control) Aty | wuafjiR (euidance)

mandatory | swandsmduluam
ISOAEC 27002:2022

1 | ulsvwanuiiuaslasanuansaumna (policies for
information security)

dlusmaumilsuemsiunaesfuasmunauasiloue 99 5.1
wrdeaiumiunsaendedaldsunsewialaduims
sufssunuardaansliyransiiindesiunsm uanInil
aliuinsiimamunuulsvisauiuralaansioasaumany
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nuluaing

12



	ComparedRequirement
	Slide 1
	Slide 2
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12


